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Reduction the Blackout Possibility of Sensitive Areas by Reconfiguration of
Distribution Network During a Graffiti Bomb Attacks

R. Kamali *
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Abstract

Today, the number of terrorist attacks on the substructures of the electricity industry has increased intensely. These
terrorist attacks could be included attacking humanitarian terrorist groups or attacking equipments such as
graphite bombs. In this article, the attacks on the graphite bomb has been investigated. Passive defense can
minimize damages to the network by securing the power grid. One of the ways in which passive defense can be
implemented in Iran's power grid is the reconfiguration of the distribution network. Reconfiguration is actually a
change in distribution network arrangement by changing the state of the normally open and normally close
switches. In this paper, the reconfiguration of the distribution network is used to reduce the possibility of blackout
in sensitive areas of the military sites during a graffiti bomb attacks. The optimization algorithm used in this paper,
is the discrete particle swarm algorithm and the network under study in this paper, is the Iranian practical 95 bus
network. The results show that reconfiguration can significantly reduces the possibility of blackout and damage to
military areas during a graffiti bomb attacks.
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