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Design and Construction of Lightweight MDS Semi Involutory Matrices
Based on the Recursive Structures and Binary Sparse Matrices
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Abstract

MDS matrices are one of the most important components in designing block ciphers. Based on the hardware
terminologies, the acceptable speed of the implementation of mps matrix and its inverse is one of the main features
of mbs matrix for spn structures. In this paper, a new type of binary block matrices called semi involutory is used
such that the cost of implementation of these matrices and their inverses are equal. At first, by using binary linear
functions over binary sparse matrices, a 4x4semi involutory mps matrix is proposed so that the cost of
implementation of the proposed matrix ises bitwise xor for 8 bit input. The structure of proposed 4x4 mpsmatrix
and its inverse are based on the psi structures, so they have suitable implementation from hardware point of view.
Next, a 8x8semi involutory mps matrix is proposed by applying psi structures such that the proposed gxs matrix
is implemented with the 320 bitwise xor for 8 bit input. The proposed 8x8semi involutory mps matrix is the major
result, since the best known result in the implementation of a gxs semi involutory mbs matrix for 8 bit input, based
on the heuristic algorithm, is 392 bitwise xor while 320 bitwise xorwas obtained in this research. Moreover, the
proposed 4x4 Mps matrix is implemented with 8m+4 xor for m=>4 bit input by applying suitable binary sparse
matrices.
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0x9F6D9, 0xF4773,0xFICAF, 0XFAGDS, 0xFB751, 0xFFOB3,
OxFFD3F, 0x105C05,0x10507D, 0x1052AB, 0x10EA43,0x171208B,
0x12AE39,0x151E69,0x1CE683, 0x1FB043,0x12AFCB, 0x1CE83F,
0x340021,0x26C125,0x280DC3, 0x243F83,0x2B1279, 0x2FAQ71,
0x2FAAL1,0x30387D, 0x3226E5, 0x3815E3, 0x3C2663, 0x3AC57F,
0x3F427F,0x27FEED, 0x400C95, 0x450911, 0x405D45, 0x423195,
0x4988C5, 0x43A933, 0x706555, 0x57314F, 0x64DF91, 0X6B44AF,
0x71CB6F,0x75AF2D, 0x7A567D, 0x7ED6C9, 0x7F7833,0x81503D,
0x920BA1, 0xA0B191,0xD4500B, 0x90570F, 0x921FA1, 0x925D83,
0xA24F15,0x81F1F3,0xD464F9,0xF13C8D, 0xF951D1,
0x1C09423,0x10BC10F,0x11147D1,0x118499B,
0x15138C5,0x1A6058D, 0x14BA2EF,0x1C7F193,
0x1D741BD,0x240BC21,0x31C2C91, 0x3A8CB49,
0x30CD3CF,0x399B917,0x2FF22CF, 0x3D1E8TF,
0x52485C5,0x543B111, 0x464EACS5, 0x550A9D5,
0x422A6FF,0x4603DBF, 0x524FF91,0xBB07017,
0x101B02C1, 0x15CFAB23,0x3C077C4F, 0x3FDF6D43,
0x440408E5, 0x40458B45,0x401B3BC1, 0x40299DC5,
0x417E2371,0xFC73341F, 0105580585, 0x105CA9185.
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0x2,0x3,0x7,0xB, 0xD, 0x13,0x19, 0x1F,
0x25,0%29, 0x2F, 0x37,0x3B, 0x3D, 0x43, 0x49,
0x61,0x57,0x5B,0x67,0x6D,0x73,0x75,0x83,
0x89,0x91, 0xC1, 0x8F,0x9D, 0xA7,0xAB, 0xB9,
0xCB, 0xD3, 0xD5, 0XE5, 0xF1, 0xBF, OXEF, OxF7,
0xFD, 0x11B,0x11D,0x12B, 0x12D, 0x139, 0x14D,
0x163,0x165,0x169,0x171,0x187,0x18B, 0x18D,
0x1A3,0x1A9,0x1C3,0x13F, 0x15F, 0x177,0x17B,
0x19F,0x1CF,0x1D7,0x1DD, 0x1E7,0x1F3,0x1F5,
0x1F9,0x221,0x301,0x217,0x21B,0x22D, 0233,
0x24B, 0x265,0x269, 0x287,0x295, 0x299, 0x2A5,
0x2D1,0x315,0x323,0x331,0x349, 0x361, 0x385,
0x3A1, 0x25F,0x277,0x27D, 0x2B7,0x2BD, 0x2CF,
0x2DB, 0x2F5, 0x2F9, 0x31F, 0x33B, 0x34F, 0x36B,
0x36D, 0x373,0x38F,0x3B9, 0x3CB, 0x3CD, 0x3D5,
0x3D9, 0x3E3, 0x3E9, 0x37F, 0x3FB, 0x409, 0x481,
0x41B,0x41D, 0x435,0x453,0x4A9, 0x50B, 0x519,
0x523,0x543,0x585,0x613,0x623, 0x625, 0x631,
0x651,0%x685,0x6C1,0x721,0x781,0x4D7,0x4F3,
0x557,0x567,0x56B, 0x58F, 0x597,0x59B, 0x5B9,
0x637,0x64F,0x65B,0x679,0x6A7,0x6CD, 0x6D3,
0x70F,0x747,0x763,0x787,0x78D, 0x793,0x7A9,
0x5F7,0x5FB, 0x6BF, 0x6F7,0x6FD, 0x77B,0x7DB,
0x7F9, 0x7FF,0x805,0x863,0x871, 0x895, 0x8A9,
0x8B1,0x8D1, 0x8E1,0x913,0x929,0xA07,0xA49,
0xC0B, 0xC89, 0xE81, 0x89F, 0x8CF, 0x8E7, 0x8FS5,
0x95B, 0x9AD, 0x9C7,0xA6D, 0xA9D, 0xAA7,0xAAB,
0xAD5, 0xB4B, 0xB59, 0xBC9, 0xC1F, 0xC57,0xC73,
0xC97,0xC9B, 0xCD3, 0xCD5,0xD1D, 0xD27,0xD93,
0xE27,0xE2B, 0xE4B, 0XxEA3, 0xFOB, 0x9F7, 0xB6F,
0xBBD, 0xBDD, 0xCBF, 0xCF7,0xD6F, 0xDBD, 0xDD?7,
O0xDE7,0xDF5, 0xE5F, 0XE7D, OXECF, 0xF37,0xF5D,
0xF6D, 0xF97,0xFA7, 0xFB5, 0xFFB, 0x1201, 0x120D,
0x1225,0x1245,0x1431,0x1449,0x1849,0x1883,0x1C05,
0x1D01,0x1077,0x111F,0x11B3,0x12B9,0x131D, 0x13A3,
0x1467,0x14E5,0x154D, 0x1655,0x18B9, 0x18CB, 0x18F1,
0x1999,0x19C9, 0x1A2B, 0x1A63,0x1B0D, 0x1B45,0x1C27,
0x1C4D, 0x1CAb5,0x1D43,0x1D83,0x1F81,0x13D7,0x13DD,
0x166F,0x1775,0x18FB, 0x196F, 0x19E7, 0x1A5F, 0x1B2F,
0x1BD3,0x1CEB, 0x1D3D, 0x1EB9, 0x1F39,0x20C9, 0x2451,
0x2941,0x209F, 0x2197,0x21E3, 0x2563,0x2571,0x283D,
0x2993,0x2C4D, 0x2CC5, 0x2D45, 0x2E91, 0x2F05, 0x31C9,
0x350D, 0x3705,0x384B,0x3A07,0x3A51,0x3C83,0x25D7,



