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Abstract 

In this paper, a new word-oriented stream cipher algorithm with a key length of 256 bit is designed and analyzed. The 
proposed algorithm is highly resistant against the known attacks. The main principles of the algorithm are based on 

improved word-oriented shift registers in clock control mode with cyclic period greater than 1214
2 . With the 

improvement of certain nonlinear kernel of some algorithms, such as SNOW2 and using it as a nonlinear part of 
encryption, the proposed algorithm is much more resistant than other similar ciphers against distinguishing and 

algebraic attacks. According to the security analysis, the complexity of distinguishing attack is 
9033

(2 )O  and complexity 

of algebraic attacks is
2839

(2 )O . 
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Test Name p-value Result
Frequency 0.623 Pass
Frequency within a Block 0.701 Pass
Runs 0.665 Pass
Longest Run 0.812 Pass
FFT 0.496 Pass
Binary Matrix Rank 0.699 Pass
Non Overlapping Template Matching 0.958 Pass
OverlappingTemplate Matching 0.042 Pass
Universal 0.817 Pass
Linear Complexity 0.993 Pass
Serial 0.762 Pass
Approximate Entropy 0.741 Pass
Cumulative Sums Forward 0.663 Pass
Cumulative Sums Backward 0.673 Pass
Random Excursions 0.698 Pass
Random Excursions Variant 0.945 Pass
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